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The Bad Subjugation



https://replicant.us/freedom

-privacy-security-issues.php

Hardware

• Non-free* designs

• Non-existing or non-free official repair manuals

• Not sustainable as it isn't repairable

• Non-replaceable battery

Software

• Non-free firmware, bootloader, system, drivers and apps

• Modem firmware:

•• Bad isolation allows it to access the main memory

•• Can record audio while not in a call

• Installing free software requires breaking security

• Kernel and drivers:

•• With bugs or backdoors, intentionally or not

•• Written once and forgotten

* Free as in freedom
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